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Abstract: Several damages caused by RAT （remote access tools） have been reported in association with 
attacks aimed at stealing information regarding corporate services and systems. In addition to indiscriminate 
attacks, the threat of targeted attacks aimed at specific organizations and companies is increasing. Digital 
forensics has therefore become increasingly important as a method for identifying the cause of infection and 
the extent of damage. Hence, in this research, we developed a log analysis support tool for the Windows 
operating system to visualize the series of activities performed by an attacker by incorporating trace 
information obtained from the compromised computer system. Furthermore, the proposed log analysis 
support tool can analyze the malware’s attack procedure, file tampering, and the attacker’s objective. In this 
paper, we defined the criteria for extracting trace information while responding to various incidents and 
accordingly implemented them for the proposed log analysis support tool. Furthermore, we demonstrate a 
timeline-based event log visualization function that extracts logs having a high probability of illegal operations 
（such as file tampering and filtering of logs recorded at normal times）.
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Table 1　Running Environment of the Trail Parsing Library
OS macOS 10.13.6
Processor Intel Core i7 3.4GHz
Memory 32GB 1333MHz DDR3
Python 3.7.0 （Clang 10.0.0）









































Figure 2　Process flow of Log Analysis Support Tool
図１　証跡パースライブラリの平均実行時間
Figure 1　Average Execution Time of the Trail Parsing Library








































































































Figure 6　Timeline Example of Multiple Terminal Configurations
図４　模擬攻撃対象のネットワーク構成
Figure 4　Network Configuration of Simulated Attack Target
図５　単一端末構成における適用例
Figure 5　Timeline Example of Single Terminal Configuration
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